








13

0%

5%

10%

15%

20%

25%

30%

0

5

10

15

20

25

File Size
O

ve
rh

ea
d 

(%
)

La
te

nc
y 

(m
s/

re
q)

baseline latency
SS latency
SS+SH latency
SS overhead
SH overhead

0%

5%

10%

15%

20%

25%

30%

0

5

10

15

20

25

File Size

O
ve

rh
ea

d 
(%

)

La
te

nc
y 

(m
s/

re
q)

baseline latency
OCFI latency
OCFI+SH latency
OCFI overhead
SH overhead

0%

5%

10%

15%

20%

25%

30%

0

2

4

6

8

10

12

14

File Size

O
ve

rh
ea

d 
(%

)

La
te

nc
y 

(m
s/

re
q)

baseline latency
SS latency
SS+SH latency
SS overhead
SH overhead

0%

5%

10%

15%

20%

25%

30%

0

2

4

6

8

10

12

14

File Size

O
ve

rh
ea

d 
(%

)

La
te

nc
y 

(m
s/

re
q)

baseline latency
OCFI latency
OCFI+SH latency
OCFI overhead
SH overhead

(a) Apache+SS+SafeHidden (b) Apache+OCFI+SafeHidden (c) Nginx+SS+SafeHidden (d) Nginx+OCFI+SafeHidden

Fig. 7: Network I/O performance overhead brought by SafeHidden (short for SH) when applied to the SS and OCFI defenses.
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Fig. 8: Disk I/O performance overhead brought by SafeHidden
when applied to the SS and OCFI defenses.

thread-private safe areas when protecting SS, but EPT is
disabled in SafeHidden when protecting OCFI. In the two-
dimensional page table mechanism, the more TLB misses
triggered, the more memory virtualization overhead will
be incurred. Compared with other benchmarks in Parsec,
canneal and streamcluster trigger more TLB misses during
their execution. So the reason why the overhead difference
is so great between SS and OCFI is due to the memory
virtualization overhead in EPT.

6.2.2 Network I/O Performance Evaluation
Figure 7 shows the performance degradation of Apache
and Nginx servers under the protection of SS and OCFI
with and without SafeHidden. We use ApacheBench (ab) to
simulate 100 concurrent clients constantly sending 10,000
requests, each request asks the server to transfer a file. We
also varied the size of the requested file, i.e., {1K, 5K, 20K,
100K, 200K, 500K}, to represent different configurations.
From the figure, we can see that SS only incurs 1.60% and
1.98% overhead on average when protecting Apache and
Nginx. OCFI only incurs 1.45% and 2.13% overhead on
average when protecting Apache and Nginx. We can also
see that SafeHidden incurs 8.78% and 6.97% on average
when applied to SS and OCFI to protect Apache. The reason
why SafeHidden is more performant when protecting OCFI
than SS is also due to the memory virtualization, which is
already discussed in §6.2.1.

SafeHidden incurs only 4.96% and 4.42% on average
when applied to SS and OCFI to protect Nginx. So SafeHid-
den is more efficient in protecting Nginx than Apache. This
is due to two reasons: (1) For each request to Nginx, Nginx
will invoke several I/O system calls, such as recvfrom(),
write(), writev(), etc., which only access the allocated
memory space in the Nginx process. The system calls in
Nginx will not trigger randomization of the safe area. But

for each request to Apache, Apache will invoke the mmap()
system call to map the requested file into the virtual memory
space which could trigger the extra randomization of all
safe areas compared with Nginx; (2) Apache is a multi-
threaded program. SafeHidden needs to block all threads
when performing randomization of safe areas triggered by
the mmap() system call.

6.2.3 Disk I/O Performance Evaluation
The Bonnie++ sequentially reads/writes data from/to a
particular file in different ways. The read/write granular-
ity varies from a character to a block (i.e., 8192 Bytes).
Furthermore, we also test the time cost of the random
seeking. Figure 8 shows the disk I/O measurement results:
SS and OCFI defenses incur low performance overhead, i.e.,
2.18% overhead on average for SS and 1.76% overhead on
average for OCFI. SafeHidden brings only 1.20% overhead
on average for SS and 2.73% overhead on average for OCFI.
Compared with SPEC and Parsec benchmarks, this tool
invokes the write() and read() system calls to write and read
a very large file frequently. But these system calls only
access the allocated memory space that does not trigger
randomization of safe areas.

6.2.4 JavaScript Engine Performance Evaluation
We evaluated the SpiderMonkey with the Kraken bench-
mark [35] from Mozilla, which is widely used to test realistic
workloads. We evaluated each of the 14 test suites in Kraken
and calculated the geo mean of the overheads. OCFI and SS
incur 1.75% and 1.84% overhead on average when protect-
ing SpiderMonkey. SafeHidden incurs 4.27% and 5.49% on
average when applied to OCFI and SS to protect Spider-
Monkey. The overhead of three test suites (i.e., audio-beat-
detection, audio-fft, and audio-oscillator) is higher than other
test suites obviously. When protecting OCFI, SafeHidden
incurs 7.29%, 6.68%, and 8.03% overhead on these three
test suites, respectively; when protecting SS, SafeHidden
incurs 8.41%, 7.94%, and 9.26% overhead, respectively. This
is because these test suites trigger SpiderMonkey to allocate
a large amount of memory via using the mmap() system call
which results in a frequent re-randomization.

6.3 Performance Evaluation of Optimizations
In this section, we evaluate the impact of some opti-
mizations mentioned in §5.4 on performance overhead. As
shown in Table 4, we design six optimization levels in
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-O0
-O1 4
-O2 4 4
-O3 4 4 4
-O4 4 4 4 4
-O5 4 4 4 4 4

TABLE 4: Which optimizations are enabled among the different
optimization levels in SafeHidden.

SafeHidden. The optimization level -O0 disables all opti-
mizations, and the optimization level -O5 enables all opti-
mizations. From the -O0 to the -O5, each optimization level
only enables one more optimization compared to a lower
optimization level. For example, the -O3 enables an extra
optimization (named Testing reloaded TLB entries in TSX)
compared to the -O2.

6.3.1 The Impact on CPU Intensive Benchmarks
Table 5 shows the impact of different optimization levels
in SafeHidden when applied to enhance the OCFI and SS
defenses. Note that the overhead shown in the table is only
brought by SafeHidden when applied to the defenses.

The optimization level -O1 enables the optimization,
Disabling VPID, compared to the -O0. Disabling VPID could
enlarge the capacity of TLB used in the guest (including
protected processes), which can reduce the number of TLB
misses in the safe areas. In SafeHidden, the more TLB
misses in the safe areas, the more number of randomiza-
tion, and the higher performance overhead. So we can see
that SafeHidden achieves the performance improvement
for almost all SPEC and Parsec benchmarks. Particularly,
the performance improvements are more significant for 7
programs (bold in the column “-O1”) in SPEC and Parsec
benchmarks, this is due to the behaviors of these programs
have more frequent TLB misses.

The optimization level -O2 enables an extra optimiza-
tion, Disabling EPT when there are no thread-local safe areas,
compared to the -O1. In the two-dimensional paging mech-
anism, the more frequent TLB misses, the more performance
overhead in the memory virtualization. So similar to the -
O1, the -O2 achieves performance improvement for almost
all benchmarks and performs better on the same 7 programs.
Note that since the shadow stack of SS is a thread-local safe
area in multi-threaded programs, the -O2 does not disable
EPT for Parsec benchmarks and achieves no performance
improvement.

The optimization level -O3 enables an extra optimiza-
tion, Testing reloaded TLB entries in TSX, compared to the
-O2. Testing reloaded TLB entries is only performed during
the randomization of the safe areas. So the more frequent
randomizations, the more performance improvement will
be achieved in this optimization. Combined with Table 3,
the programs which trigger more randomizations of the safe
areas will have better performance improvement in Table 5
(bold in the column “-O3”).
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13.00%
14.00%
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Apache+SS Apache+OCFI Nginx+SS Nginx+OCFI

Fig. 9: Network I/O performance overhead (geo mean)
brought by SafeHidden with different optimization levels when
applied to the SS and OCFI defenses.

The optimization level -O4 enables an extra optimiza-
tion, Avoiding parsing the arguments in I/O system calls, com-
pared to the -O3. Parsing the arguments in I/O system calls
is used to identify the type of access memory area, and then
SafeHidden performs different actions. As shown in Table 5,
this optimization achieves the performance improvement
for almost all benchmarks. We can also see that some pro-
grams achieve a better performance improvement, which is
related to the number of the trap areas (#brk()+#mmap()
in Table 3): the more trap areas, the better performance
improvement. This is because all memory areas in the user
space are stored in the vm_area_struct structure which
is stored as a tree. Identifying the type of access memory
area is performed by traversing this tree. The overhead
of traversing this tree is related to the complexity of the
tree—the higher the complexity, the more overhead. Among
the actions in SafeHidden, only leaving the trap areas will
increase the complexity of that tree.

The optimization level -O5 enables an extra optimiza-
tion, Fast checking access pattern in the page fault exception,
compared to the -O4. In SafeHidden, all TLB miss events
occurred in the safe areas will trigger the page fault excep-
tion. SafeHidden intercepts this exception and then checks if
the fault instruction is illegal or not. This optimization will
improve the performance of this process, so the more TLB
misses occurred in the safe areas, the more performance im-
provement will be achieved by this optimization. Combined
with the column “#tlb miss” in Table 3, we can see that our
theoretical analysis is supported by the experimental results.

6.3.2 The Impact on Network I/O Benchmarks
Figure 9 shows the performance overhead brought by
SafeHidden with different optimizations when applied to
enhance the SS and OCFI defenses to protect the Apache
and Nginx. We can see that every optimization could bring
performance improvement for SafeHidden. We can also see
that the optimization level -O2 achieves no performance
improvement on the case, Apache+SS, compared to the -
O1. This is because EPTs must be used to isolated thread-
local safe areas, and they cannot be disabled. As discussed
in §6.2.2, compared with Nginx, Apache could trigger more
randomization of safe areas due to invoking the mmap()
system call in each request. And this randomization event
also leaves trap areas. So as shown in the figure, we can
see that there are two optimizations, which are related to
randomizations and trap areas, perform better in such a
situation. They are Testing reloaded TLB entries in TSX (i.e.,
the -O3 - the -O2) and Avoiding parsing the arguments in I/O
system calls (i.e., the -O4 - the -O3).
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Program
Overhead brought by SafeHidden when applied to SS

Program
Overhead brought by SafeHidden when applied to OCFI

-O0 -O1 -O2 -O3 -O4 -O5 -O0 -O1 -O2 -O3 -O4 -O5

SPEC CPU2006 benchmark

perlbench 5.31% 5.03% 4.41% 4.26% 4.03% 3.93% perlbench 4.16% 4.03% 3.64% 3.38% 3.09% 3.07%
bzip2 1.05% 1.05% 1.03% 1.03% 1.04% 1.02% bzip2 1.15% 1.13% 0.82% 0.81% 0.79% 0.75%
gcc 5.17% 4.42% 2.47% 2.01% 1.89% 1.42% gcc 3.85% 3.14% 1.29% 1.22% 1.14% 1.05%
bwaves 2.41% 2.39% 2.02% 1.92% 1.92% 1.91% bwaves 2.82% 2.81% 2.41% 2.42% 2.40% 2.41%
gamess 2.86% 2.86% 2.26% 2.03% 2.01% 2.01% gamess 2.18% 2.15% 1.31% 1.31% 1.30% 1.31%
mcf 12.91% 11.34% 8.51% 8.36% 7.98% 7.44% mcf 13.85% 12.39% 9.82% 8.99% 8.91% 8.23%
milc 5.26% 4.93% 3.41% 3.09% 3.04% 2.65% milc 6.17% 5.92% 4.04% 3.75% 3.71% 3.28%
zeusmp 2.07% 2.05% 2.04% 1.95% 1.89% 1.88% zeusmp 2.30% 2.24% 1.52% 1.51% 1.51% 1.49%
gromacs 1.73% 1.73% 1.52% 1.53% 1.51% 1.47% gromacs 1.16% 1.14% 1.13% 1.13% 1.11% 1.11%
cactusADM 4.16% 4.16% 4.11% 4.03% 3.75% 3.74% cactusADM 3.46% 3.41% 2.03% 2.03% 1.82% 1.82%
leslie3d 2.76% 2.77% 2.34% 2.19% 2.10% 2.10% leslie3d 2.22% 2.18% 0.99% 0.97% 0.95% 0.95%
namd 0.81% 0.92% 0.82% 0.77% 0.78% 0.76% namd 1.11% 1.11% 0.56% 0.56% 0.53% 0.53%
gobmk 1.74% 1.63% 1.53% 1.42% 1.42% 1.41% gobmk 2.46% 2.35% 1.48% 1.46% 1.44% 1.44%
dealII 3.90% 3.40% 2.42% 2.39% 2.11% 2.13% dealII 2.11% 2.05% 1.57% 1.57% 1.36% 1.35%
soplex 8.65% 7.43% 5.36% 4.84% 4.34% 4.15% soplex 6.84% 5.34% 3.72% 3.57% 3.56% 3.02%
povray 2.10% 2.09% 2.01% 2.02% 1.93% 1.92% povray 3.15% 3.04% 2.88% 2.83% 2.82% 2.82%
calculix 1.13% 1.13% 1.12% 1.12% 0.95% 0.96% calculix 1.43% 1.41% 1.02% 1.02% 0.83% 0.83%
hmmer 1.10% 1.11% 1.01% 1.02% 1.01% 1.01% hmmer 0.69% 0.67% 0.42% 0.42% 0.42% 0.42%
sjeng 5.52% 5.03% 4.63% 4.14% 4.13% 3.93% sjeng 5.84% 5.51% 4.32% 4.05% 4.04% 3.64%
GemsFDTD 10.25% 9.32% 7.04% 7.01% 6.74% 6.56% GemsFDTD 9.40% 8.15% 5.58% 5.17% 5.17% 4.88%
libquantum 6.83% 6.02% 5.72% 5.11% 5.05% 4.93% libquantum 5.29% 4.75% 3.26% 3.01% 3.01% 2.75%
h264ref 2.88% 2.75% 2.63% 2.53% 2.51% 2.51% h264ref 6.73% 6.45% 5.84% 5.83% 5.81% 5.79%
tonto 1.42% 1.43% 1.39% 1.35% 1.34% 1.33% tonto 1.33% 1.33% 1.01% 1.01% 1.01% 0.98%
lbm 1.30% 1.31% 0.91% 0.72% 0.69% 0.69% lbm 2.11% 2.10% 1.25% 1.25% 1.23% 1.23%
omnetpp 11.49% 10.26% 7.80% 6.53% 6.53% 6.08% omnetpp 12.20% 11.03% 7.42% 6.92% 6.81% 6.49%
astar 10.20% 9.43% 7.36% 6.91% 6.19% 5.81% astar 10.74% 9.36% 6.34% 5.99% 5.97% 5.58%
wrf 2.48% 2.47% 1.97% 1.88% 1.89% 1.88% wrf 2.38% 2.35% 2.07% 2.07% 2.02% 2.02%
sphinx3 2.79% 2.80% 2.10% 2.07% 2.05% 2.05% sphinx3 2.10% 2.09% 1.03% 1.03% 1.01% 1.01%
xalancbmk 14.24% 13.35% 10.92% 9.84% 9.81% 8.77% xalancbmk 12.83% 11.70% 8.74% 8.01% 7.98% 7.33%
geo mean 3.35% 3.21% 2.68% 2.52% 2.43% 2.35% geo mean 3.30% 3.13% 2.16% 2.10% 2.04% 1.97%

Parsec-2.1 benchmark

blackscholes 6.84% 5.51% 5.51% 5.23% 5.19% 5.02% blackscholes 9.28% 8.36% 7.29% 6.73% 6.74% 6.66%
bodytrack 5.10% 5.02% 5.02% 5.01% 4.24% 4.24% bodytrack 4.32% 4.31% 2.95% 2.95% 2.02% 2.02%
facesim 5.19% 5.06% 5.06% 5.03% 4.96% 4.95% facesim 4.25% 4.25% 3.01% 2.78% 2.77% 2.75%
ferret 6.44% 6.12% 6.12% 5.89% 5.13% 4.92% ferret 7.19% 6.26% 5.92% 5.01% 4.24% 3.95%
freqmine 4.47% 4.38% 4.38% 4.34% 4.25% 4.22% freqmine 3.11% 3.09% 2.87% 2.87% 2.87% 2.86%
raytrace 4.25% 4.19% 4.19% 3.93% 3.91% 3.89% raytrace 5.20% 5.17% 4.73% 4.24% 4.21% 4.03%
swaptions 4.04% 4.02% 4.02% 4.01% 3.88% 3.88% swaptions 4.84% 4.84% 4.72% 4.72% 4.72% 4.58%
fluidanimate 6.30% 6.01% 6.01% 5.25% 5.19% 4.82% fluidanimate 9.87% 9.01% 7.56% 6.89% 6.87% 6.55%
vips 5.62% 5.43% 5.43% 5.41% 5.36% 5.33% vips 6.27% 6.25% 3.98% 3.97% 3.95% 3.84%
x264 9.63% 9.51% 9.51% 9.48% 9.37% 9.29% x264 3.44% 3.41% 2.37% 2.37% 2.37% 2.33%
canneal 11.83% 9.47% 9.47% 8.78% 7.45% 6.92% canneal 14.79% 13.11% 4.92% 4.11% 3.74% 3.27%
dedup 6.29% 6.22% 6.22% 5.24% 4.11% 4.08% dedup 7.25% 7.24% 3.77% 3.05% 2.62% 2.62%
streamcluster 11.74% 9.97% 9.97% 9.16% 9.04% 8.18% streamcluster 13.93% 12.49% 2.76% 2.37% 2.33% 2.05%
geo mean 6.34% 5.94% 5.94% 5.65% 5.30% 5.16% geo mean 6.40% 6.12% 4.09% 3.77% 3.53% 3.39%

TABLE 5: The impact of different optimization levels in SafeHidden when applied to enhance SS and OCFI to protect SPEC
CPU2006 and Parsec-2.1 benchmarks. Table 4 shows which optimizations are enabled among the different optimization levels.
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Fig. 10: Disk I/O and JavaScript engine performance overhead
(geo mean) brought by SafeHidden with different optimization
levels when applied to the SS and OCFI defenses.

6.3.3 The Impact on Disk I/O Benchmarks
Figure 10 shows the performance overhead brought by
SafeHidden with different optimizations when applied to
enhancing the SS and OCFI defenses to protect the Bon-
nie++ benchmark. We can see that every optimization could
bring performance improvement for SafeHidden. Similar to
Nginx, since the Bonnie++ benchmark is the single-threaded
program and trigger fewer number of randomization of safe
areas, the optimizations do not achieve significant perfor-
mance improvement compared to Apache.

6.3.4 The Impact on JavaScript Engines
Figure 10 shows the performance overhead brought by Safe-
Hidden with different optimizations when applied to en-
hancing the SS and OCFI defenses to protect SpiderMonkey.
We can see that every optimization could bring performance
improvement for SafeHidden and the tendency is similar
to Apache due to SpiderMonkey is also a multi-threaded
application. Compared with Apache, we can also see that
the optimization level -O4 achieves few performance im-
provement compared to the -O2. This is because there is
few I/O-related operations in the Kraken benchmark and
the number of re-randomizations is much less than Apache.

7 DISCUSSION

Resilience to attacks. SafeHidden is resilient to all known
attacks against safe areas. Variants of existing attacks would
also be prevented: (1) The attacker may try to fill up
the address space quickly by using the persistent allocation
oracle [13] to avoid SafeHidden from creating too many
trap areas. But as SafeHidden sets an upper limit for the
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total mapped memory regions, such attacks are prevented;
(2) The attacker could exploit the paging-structure caches to
conduct the side-channel analysis. However such attacks
will also trigger TLB misses, which will be detected by
SafeHidden. Although it is difficult to prove SafeHidden
has eliminated all potential threats, we believe it has con-
siderably raised the cost of attacks in this arms race.

Porting SafeHidden to the ARM platform. Porting Safe-
Hidden to the ARM platform needs to re-implement some
architecture-specific mechanisms, including the thread-
private mechanism and the TLB miss intercepting mech-
anism. For the thread-private mechanism, we can use the
Stage-2 page table in ARM virtualization technique to re-
place the EPT in Intel virtualization technique; For the TLB
miss intercepting mechanism, there are still reserved bits
in PTEs of ARM, but setting these bits will not trigger
any exception during the hardware page table walk. ARM
supports disabling the hardware page table walk but it
will introduce high-performance overhead due to all TLB
misses in the protected process will trigger the translation
exception. So one feasible method is using the present bit
instead of the reserved bits. We could clear the present bits
of all PTEs in safe areas, so the page fault exception will
be also triggered during the page table walk. Note that
configuring the present bit to intercept the TLB misses could
cause kernel crashes since the kernel performs active checks
of the spresent bit in a lowest-level PTE in multiple cases.
For instance, when a process is forking a new child process,
the kernel checks the present bit in the process’s lowest-
level PTEs. To avoid such side-effects, we need to modify
the kernel source code to cooperate with SafeHidden. This
is also the reason why we choose the reserved bits in
SafeHidden on the X86 platform — in contrast to the present
bit check, the kernel does not perform any check against
lowest-level PTEs’ reserved bits.

8 RELATED WORK

Other hardening the IH works. Some defense mechanisms
have been proposed to harden information hiding. Shuf-
fler [6] mentioned that defeats probing attacks by moving
the location of its code pointer table (i.e., the safe area) con-
tinuously. But this method only blocks attacks from Vector-
1. For example, using Vector-2, persistent attacks could
always succeed. ProbeGuard [36] detects probing attacks
that try to de-randomize information hiding and patches
the vulnerable code to prevent probing by exploiting the
vulnerability repeatedly. This method cannot block all attack
vectors, e.g., clone-probing attacks and cache-based side-
channel attacks. Different from Shuffler and ProbeGuard,
SafeHidden blocks all existing attack vectors against IH.

Protecting the metadatas of CFI. CFI is an important
defense against code reuse attacks [37]. A CFI mechanism
stores control-flow restrictions in its metadata. Like other
types of safe areas, the metadata of CFI mechanisms needs
to be protected. However, many CFI metadata only needs
the write protection without concern about its secrecy. For
example, there is no need to use IH to protect the pure label
based CFI due to the labels are stored in the unwritable code
section. Therefore, these CFI mechanisms do not need IH.

In contrast, some CFI metadata is writable, as it needs to be
dynamically updated [21], [38], [39], [40], and others need to
be kept as secrets [3], [17], [41], [42]. These CFI mechanisms
must protect their metadata either by memory isolation [21],
[38], [39], [40], [41] or IH [3], [17], [42]. SafeHidden can
be applied to improve the security of IH for these CFI
mechanisms.

Code re-randomization. Many researchers studied how to
use the code re-randomization technique, which randomizes
the application code on-the-fly, to mitigate the memory
disclosure attacks, such as the JIT-ROP attack [43]. If code
is re-randomized between the time that it is leaked and
the time a payload is invoked, the attack fails because
the gadgets do not longer exist. So, the time to perform
the code re-randomization is the key factor to the secu-
rity. OS-level ASR [44] and Shuffler [6] choose to per-
form re-randomization at a fixed time interval; TASR [45],
ReRanz [5], and RuntimeASLR [46] choose to perform re-
randomization at some syscalls that could leak the informa-
tion. Although SafeHidden is proposed to protect the safe
area (the secret data) not the code, it is orthogonal to these
code re-randomization works.

Tracking TLB misses. Intel performance monitoring units
(PMU) [15] can be used to profile the TLB miss, but it is
not precise enough. In contrast, setting reserved bits in PTE
can help to track the TLB miss precisely. Some works had
used this feature for performance optimization [47], [48],
[49]. SafeHidden extends this method to detect side-channel
attacks against the safe areas, which is the first time to our
best knowledge such a feature is used in security.

Trap areas as security defenses. Booby-traps [50] first
proposes to defeat code reuse attacks by inserting the trap
gadgets in applications. CodeArmor [51] inserts the trap
gadgets into the virtual (original loaded) code space. To
protect the secret table’s content against probing attacks,
Readactor++ [52] inserts trap entries into the PLT and vtable,
and Shuffler [6] inserts the trap entries into its code pointer
table. To defeat the JIT-ROP [43] attacks, Heisenbyte [53]
and NEAR [54] propose to trap the code after being read.
Different from these works, SafeHidden uses the trap to
capture the probing attacks against IH.

9 CONCLUSION

This paper presented a new IH technique, called Safe-
Hidden, which is transparent to existing defenses. It re-
randomizes the locations of safe areas at runtime to prevent
attackers from persistently probing and inferring the mem-
ory layout to locate the safe areas. A new thread-private mem-
ory mechanism is proposed to isolate the thread-local safe
areas and prevent the adversaries from reducing the ran-
domization entropy via thread spraying. It also randomizes
the safe areas after the TLB miss event to prevent the cache-
based side-channel attacks. The experimental results show
that our prototype not only prevents all existing attacks
successfully but also incurs low performance overhead.
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